This paper studies the physical layer security issue for cognitive radio sensor networks (CRSNs) with primary outage constraint, for which a tractable framework is developed to analyze the secrecy performance for CRSNs related to the random channel characteristics, the spatial distributions of nodes, the nearest neighbour routing protocol, and the aggregate interference. Based on stochastic geometry technique, a novel random analysis method is proposed to derive the closed-form expression of secrecy transmission capacity and analyze the connection outage probability (COP) and secrecy outage probability (SOP) for both secondary (SR) and primary (PR) systems. Then, the concept of secrecy cognitive gain is produced to highlight the effect of SR systems with secrecy on the whole networks security. Comparing with a single PR system, the SR system is beneficial to enhance the secrecy level for overlaid CRSNs. In addition, the maximum achievable secrecy capacity is achieved through optimizing the density of SR systems satisfying outage constraints of PR and SR systems. Analytical results provide insights into regimes in which the SR system with secrecy is beneficial for the overlaid network secrecy.
Introduction
Wireless sensor networks (WSNs) are now widely used in many contexts of military and civilian applications [1] , such as battlefield surveillance, environment monitoring, target detection, and tracking, especially in unattended and possibly hostile areas. All of these applications have resulted in a shortage of spectrum bands with respect to a tremendous demand for radio spectrums. Fortunately, the cognitive radio (CR) technology emerges, which is revealed to be a promising solution to this problem [2] . In cognitive radio networks (CRNs), secondary (SR) users could share the spectrum with primary (PR) users as long as the quality of service (QoS) of the PR network was not disturbed [3] .
As a smart integration of WSNs and CRNs, cognitive radio sensor networks (CRSNs) have received a great deal of interest for the characteristic of large-scale and overlaid deployments [4] . In general, a wireless cognitive sensor network consists of sensor nodes equipped with cognitive radio. The transmission performance could be improved by sharing spectrum between primary sensor nodes and secondary sensor nodes, while ensuring that SR nodes can avoid interference with PR users. However, spectrum sharing leads to the security problem of data transmissions since broadcasting messages sent to intended receivers often face the risk of interception by some malicious eavesdroppers. Thus, the secrecy transmission in CRSNs becomes a critical issue.
Traditionally, the security of data transmission has been performed via cryptographic techniques [5] at the network layer. However, complicated encryption algorithms cannot be supported by wireless sensor nodes with limited computing power and storage space. As a powerful complement, the physical layer security has been proposed to achieve perfect secrecy without requiring key distribution and complex encryption/decryption algorithms. The fundamental principle of physical layer security is to exploit intrinsic properties of communication channels to restrict the amount of confidential messages that is possibly intercepted by unauthorized receivers.
In the past few years, physical layer security or information-theoretic security has become a very active area of research. In the seminal work on physical layer security [6] , Wyner proposed the wiretap channel model for the point-topoint communication, where Alice transmitted confidential message to Bob and Eve tried to wiretap the message. Subsequently, various wiretap models have been proposed to evaluate the secrecy capacity for different applying scenarios. Csiszar and Korner and Liang et al. generalized it to broadcast channels and fading channels, respectively, in [7] and [8] . The secure MIMO channel was studied in [9, 10] . The secrecy capacity region of interference channel was presented in [11] . Motivated by emerging wireless applications, there is a growing interest in exploiting the benefits of relay channel to guarantee secure transmissions [12] . However, the majority of these works ignored the spatial distributions of network nodes but only focused on the configurations with a limited number of legitimate users and eavesdroppers.
With respect to the node spatial distribution, stochastic geometry techniques have been a powerful tool to analyze large-scale wireless networks [13] . Further, the Poisson point process (PPP) modeling [14, 15] has been shown to yield tractable results for secrecy performance of wireless networks. The secrecy graph was introduced to investigate the secure connectivity [16] . The work [17] established the secrecy outage probability with and without colluding eavesdroppers in cellular networks. Zhou et al. [18] proposed the concept of secrecy transmission capacity of a single wireless network, and they exploited secrecy guard zone to improve the network throughput. Zhang et al. [19] presented asymptotic analysis of secrecy capacity in large-scale networks and obtained order sense results for the secrecy capacity. Recently, Win et al. [20] show that cognitive interference was beneficial for the security of cognitive networks, while proposing corresponding interference engineering strategies. However, to the best of our knowledge, the exact expression of secrecy capacity has not been obtained for overlaid networks like CRSNs.
The primary goal of this work is to derive the exactly closed-form expression of the secrecy transmission capacity in CRSNs. Related works are [18, [21] [22] [23] [24] [25] . Shu et al. [21] characterized the secrecy capacity of PR networks considering a cognitive radio network but only focused on the effect of small-scale fading on the secrecy performance ignoring that of large-scale fading. In [22] , the capacity and delay scaling laws were investigated for cognitive radio networks, which only gave an asymptotic prediction on the capacity without an exact expression. Elkashlan et al. [23] studied multiple antennas securing the transmission of the secondary network and presented new closed-form expressions for asymptotic secrecy outage probability. Chae et al. [24] investigated the optimal utilization of artificial noise for secrecy communication with a secrecy protected zone and derived the secrecy transmission rate without CSI of eavesdroppers. Liu et al. proposed four relay and jammer selection policies and derived new closed-form expressions for secrecy outage probability of cognitive DF relay networks [25] . Although Zhou et al. [18] introduced secrecy transmission capacity which quantified the achievable rate of successful transmission of secret message per unit area, this result was only limited in a single network and the distance between transmitter and receiver was simply defined as a fixed value.
The main contributions of this paper can be summarized as follows.
(i) This paper develops a framework for the analysis and design of CRSNs with secrecy in respect of the random channel characteristics, the nearest neighbour routing protocol, the spatial distributions of PR, SR and eavesdropping nodes, and the aggregate interference from intersystem and intrasystem. (ii) A novel method is proposed to derive closedform expressions of secrecy transmission capacity of CRSNs under constraints of the connection outage provability (COP) and the secrecy outage probability (SOP), and the maximum achievable secrecy transmission capacity is obtained by optimizing transmission density. The result reveals an insight into the tradeoff between the security of SR system and reliability of PR system. (iii) The concept of secrecy cognitive gain is first introduced to evaluate the advantageous effect of SR system with secrecy on the secrecy capacity of the whole CRSNs. Compared with a single PR system, the SR system is beneficial to enhance the secrecy level for overlaid CRSNs. In summary, we quantify secrecy cognitive gain and characterize relationship between the secrecy performance and various system parameters.
The rest of this paper is organized as follows. System model and problem formulation are described in Section 2. Outage performance of CRSNs is analyzed in Section 3. The secrecy transmission capacity and secrecy cognitive gain are derived in Section 4. Some numerical results are presented in Section 5. Finally, conclusions are given in Section 6. The notations used in this paper are summarized as follows. 
System Model and Problem Formulation
Cognitive radio sensor networks in the presence of eavesdroppers, composed of a number of sensor nodes with cognitive radio function, are divided into PR systems, SR systems, and eavesdropping systems. Network model is depicted in Figure 1 with descriptions as follows.
(i) A PR system consists of legitimate sensor nodes with priority of spectrum access for secure communication.
(ii) A SR system consists of legitimate sensor nodes which are allowed to utilize spectrum resources for secure communication guaranteeing the QoS requirement of PR system.
(iii) An eavesdropping system consists of malicious nodes which attempt to bug the confidential data sent to intended receivers in the PR and SR system.
In CRSNs, a legitimate transmitter (Alice) wants to send a confidential message to a legitimate receiver (Bob), and multiple passive eavesdroppers (Eves) overhear the secret message. Because Alice does not know the channel state information (CSI) before transmission, she sets a constant secrecy transmission rate according to Wyner's encoding scheme [6] , and then the secrecy transmission rate is given by
where is the transmission rate for the legitimate communication link from Alice to Bob and is the eavesdropping rate for the bugging link from Alice to Eaves.
Spectrum sharing networks are denoted as sets Π , ∈ { , }, where , represent the primary system and the secondary system, respectively. The legitimate nodes in PR and SR systems are assumed to be randomly distributed according to a Poisson point process (PPP) Φ with density , where denotes the density of PR systems and denotes the density of eavesdropping systems.
It is assumed that Eves are not colluded with each other and follow another independent PPP distribution Φ with density . All nodes are assumed to have a single antenna and equal transmitting power . Accounting for stochastic geometry techniques, a typical receiver is put at the origin in a two-dimensional plane. Moreover, the largescale attenuation and the small-scale Rayleigh fading are considered in interference-limited CRSNs, where the thermal noise can be ignored. Hence, the received power can be represented as ℎ − , where denotes the communication distance, denotes the path loss exponent, and ℎ denotes an exponentially distributed random variable with unit mean. Furthermore, the signal to interference ratio (SIR) of Φ is defined as
where represents the cumulative interference of the PR system and denotes the cognitive interference from the SR system, which leads to a degradation of data transmission for both legitimate links and eavesdropping links.
It is noted that the nearest neighbour routing protocol is considered in SR systems, each SR transmitter selects the nearest node as its intended receiver, and then the communication distance is a random variable with probability density function (PDF)
(
According to the instantaneous value of SIR at receivers, the capacity of either a legitimate or eavesdropping system is determined based on the encoding scheme [6] . Hence, the outage event in CRSNs can be declared as follows.
(i) Connection outage (CO): the channel capacity of intended communication link is lower than the transmission rate , which means that the message from Alice cannot be correctly decoded by Bob.
(ii) Secrecy outage ( ): the channel capacity of at least one Eve is higher than eavesdropping rate , which means that the message from Alice can be partially decoded by Eves.
Accounting for the QoS requirement of legitimate link, the data transmission is interrupted when the instantaneous SIR is below the SIR threshold value at intended receiver, which leads to a connection outage. In addition, the confidential information will be grabbed by Eves when the received SIR at least one eavesdropping node is greater than a threshold value , which results in a secrecy outage. Therefore, 4
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where denotes the target COP of system and represents target SOP of system . In CRSNs, there are four kinds of outage probability, the COP of PR system (PR-COP), the SOP of PR system (PR-SOP), the COP of SR system (SR-COP), and the SOP of SR system (SR-SOP). Note that the COP describes QoS of message transmission of the legitimate network related on the system reliability, and the SOP represents the security level in the presence of passive eavesdropping. Furthermore, it is assumed that and are known to Alice because she can arbitrarily select the rates and such that = − . Thus, the relationship between the SIR threshold and the transmission rate can be represented as follows, respectively:
= 2 − 1.
As an overlaid wireless network, the CRSN is considerably complicated due to variety of interference. Exploiting the transmission framework [26] , a random analysis method is proposed to analyze the secrecy transmission capacity of CRSNs. In this section, the secrecy transmission capacity is defined as the achievable secrecy rate of successful transmission of secret messages under outage constraints, which is expressed as
where is the average number of legitimate transmitters per unit area and E[ ] denotes the achievable secrecy rate, which is the expected value of secrecy transmission rate over transmission distance. Hence, the unit of is bit/s/m 2 /Hz. The achievable secrecy rate will be computed based on the expected value of secrecy communication rate considering the distribution of link transmission distribution . Therefore, the achievable secrecy rate is given as
where / is the secrecy transmission rate, which is the function of the TX-RX distance .
Outage Performance Analysis
It is essential to evaluate COP and SOP of CRSNs to perform the security capacity analysis. Therefore, connection outage probabilities of the PR and SR system are derived in this section, and then secrecy outage probabilities are achieved for CRSNs. Details of outage performance analysis are given in the following lemmas.
Connection Outage Probability
Lemma 1. The COPs of the PR and CR system are given by
where ] = ( ) 2/ , ∈ { , }, and ( ) = (2 / )/ sin(2 / ).
Proof. According to Slivnyak's theory [27] , the SIR (2) at the typical receiver of system can be rewritten as follows:
where | | and | | represent the distance from nodes and to the origin in the PR system and SR system, respectively. Hence, the connection outage probability of system is
and Φ ( ) and Φ ( ) denote the Laplace transform of the probability density function (PDF) for the interference of the PR system and SR system, respectively. Applying Campbell's theorem [27] , the following expressions are obtained:
From a cognitive point of review, since the PR system has higher priority to access the spectrum, the SR system will control its density to guarantee the QoS of the primary system. In other words, the density of SR systems is limited by the COP of PR systems. Accounting for the outage constraint (4), the following expression can be achieved from (10) in PR systems:
Note that the outage probability of CRSNs is a function of the random variable . In practical network design, the outage probability is determined by the spatial distribution of transmission distance .
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Secrecy Outage Probability
Lemma 2. The SOP of legitimate nodes in CRSNs is given by
Proof. All eavesdropping nodes in the CRSN are randomly and independently distributed, and the SOP can be evaluated by inspecting a typical wiretap link. Using the similar analysis adopted in Lemma 1, the eavesdropping probability of arbitrary wiretap link is found as
The eavesdropping event occurs when the maximum of received SIR 's for all eavesdroppers is greater than the threshold . Hence, the SR-SOP is derived as follows:
where ( ) follows the independent distribution of eavesdroppers and ( ) follows the probability generating functional (PGFL) of the Poisson point process [28] . Substituting (17) into (18), the closed-form expression of the SOP is obtained easily. From Lemma 2, it can be observed that the secrecy outage performance of legitimate nodes depends on system parameters such as the densities of PR, SR, and eavesdropping nodes, the threshold value of eavesdropping SIR, and path loss exponent.
Integrating (5) with (16), it is easy to obtain that the SR density is limited by the following condition for SR system:
Secrecy Transmission Capacity and Secrecy Cognitive Gain
In this section, the secrecy transmission rate is first analyzed for both PR and SR systems in the presence of eavesdroppers, and then the closed-form secrecy transmission capacity of CRSNs is derived. It has been focused on the evaluation of secrecy transmission capacity of SR systems, in which the nearest neighbour routing protocol is adopted. For the convenient analysis of secrecy cognitive gain, secrecy transmission capacity of PR systems at a given transmission distance is also evaluated. Finally, the secrecy cognitive gain is proposed to evaluate the beneficial effect of SR system with secrecy on the CRSN.
Theorem 3. The secrecy transmission rate of network k in CRSNs is given by
Proof. Exploiting (4) and (6), it can be observed that the transmission rate is determined by the target threshold value of COP . At the same time, it can be easily seen that the eavesdropping rate is determined by the target threshold value of SOP from (5) and (7) . Combining (10) with (4) and (16) with (5), the transmission rate and eavesdropping rate are rewritten as follows, respectively:
Plugging (21) and (22) into (1), we finish the completed proof of Theorem 3. Note that the expression in (20) is valid in high SIR regime; that is, ≫ 1 and ≫ 1.
Secrecy Transmission Capacity of PR Systems.
In this section, the secrecy transmission capacity is derived for PR systems. Subsequently, one existing condition is presented to ensure a positive secrecy transmission capacity. As this paper mainly focuses on the impact of the SR system with secrecy on the security performance of whole CRSNs, to simplify analysis, the distance for PR transmission link is set as a fixed value; that is, = 1 in our model. Of course, it is readily assumed that the distance is a variable related to different routing protocols. Based on our model, the secrecy transmission capacity of the PR system is derived as follows.
Theorem 4. The secrecy transmission capacity of the PR system in CRSNs is given by
Proof. Taking the distance between the primary transmitter and intended receiver as = 1, we obtain the achievable secrecy rate of the PR network by combining (20) with (9):
From (8), it is easy to obtain the secrecy transmission capacity of the PR system.
In PR systems, the successful transmission of confidential data for an intended receiver is limited by two constraints, PR-COP and PR-SOP. The limitations on density of PR systems can be deduced from outage constraints of (4) and (5) , respectively. Combining (4) with (10), the density of PR systems is limited as follows:
Integrating (5) with (16), another density limitation for PR systems is written as follows:
Corollary 5. The condition of positive secrecy transmission capacity for PR systems is given by
Proof. It is easy to obtain the condition under which positive secrecy transmission capacity exists by solving > 0, which coincides with the result in [18] in respect of a fixed transmission distance. It reveals that positive secrecy transmission capacity is achieved when the number of eavesdroppers within unit distance = 1 is less than ln(1− )ln(1− ).
Secrecy Transmission Capacity of SR Systems.
The secrecy transmission capacity of SR systems is derived on the base of the result of the secrecy rate, and the effect of the PR-COP and the SR-SOP on the secrecy transmission capacity is illustrated in this section. Note that the nearest neighbour routing protocol is considered in SR networks. Furthermore, the SR density is optimized to maximize the secrecy transmission capacity of SR systems. Theorem 6. The secrecy transmission capacity for the SR system in CRSNs is given by
Proof. Plugging (3) and (20) into (9), the achievable secrecy rate of SR system in CRSNs is derived as
where ( ) meets the distance limitation > 1. Here, a closedform expression of the secrecy transport throughput is presented under the case of > 1, which is achievable in practical applications, and ( ) follows a kind of variable substitution; that is, = 2 . Considering the definition of exponential integral function [29] , that is, − (− ) = ∫ ∞ ( − / ) , the secrecy transmission capacity (28) is achieved by integrating (29) with (8) .
It is shown that the secrecy transmission capacity is primarily determined by the SR transmission density , the COP , and the SOP . Moreover, the condition under which positive secrecy transmission capacity exists can be found.
Corollary 7. The condition of positive secrecy transmission capacity of SR systems is given by
where = − (− )/(ln 2 ⋅ − ).
Proof. This result is obtained by solving > 0. The above condition gives a tradeoff between the QoS and the security level for a given . And the feasible range of can be found from (30) as
From (28), the secrecy transmission capacity of the SR system mainly depends on the SR density. Now, the problem of finding the optimal secondary density * maximizing the achievable secrecy capacity can be given under constraints of the PR-COP and the SR-SOP as arg max ,
Subject to the aforementioned outage constraints, the feasible range of the SR density is given as
where 1 is the optimal satisfying the PR-COP given in (19) and 2 is the greatest meeting the SR-SOP in (15) . Moreover, it is easy to see that the following inequality is valid when 1 < 2 :
Corollary 8. The optimal value of that maximizes under constrains of PR-COP and SR-SOP is given by * = 1 ln 2log 2 .
(35)
Proof. The objective function ( ) = shows the tradeoff between the spatial density and the outage probability. In particular, the objective function has the characteristics of ( ) = 0 when = * and ( ) < 0 when < ln(1 − ) ln(1 − ) which is achievable considering the limitation of the positive secrecy capacity (30), where (⋅) and (⋅) are the first derivative and the second derivative of the function. Proof. From (30) and (34), we can easily see that 1 is the greatest value of meeting the condition of a positive secrecy capacity, and 2 is the peak of subject to the PR-COP and SR-SOP. Hence, * = 1 if 1 < 2 , and * = 2 if 2 < 1 .
Remark 11. Now, we provide a new perspective on the constraint of security level based on the density of eavesdroppers. Obviously, the secrecy transmission will be disrupted if > * . From the unimodality of (28), decreases monotonously with . Therefore, * is the maximum value of minimizing the secrecy transmission capacity when other system parameters are given.
Secrecy Cognitive Gain.
In this section, the concept of secrecy cognitive gain is proposed to quantify the improvement of security level generated from SR systems. And it is defined as the secrecy capacity ratio between the sum of capacities for CRSNs with secrecy and the secrecy capacity of a single PR system, which is given by
where sum denotes the sum of secrecy capacities and sp denotes the secrecy capacity of a single PR system. Based on the analysis of secrecy transmission capacity in above sections, the sum of capacities for CRSNs is denoted as the sum of secrecy capacity between PR systems and SR systems, which is given as
To simplify analysis, we study a special case of = and = and derive the closed-form expression of the secrecy cognitive gain.
Theorem 12. The secrecy cognitive gain of CRSNs is given by
Proof. Taking into account a single PR system in the absence of the SR system, the secrecy capacity sp can be found from the result of [18] , which is given by
where sp = ln(1 − )ln(1 − )/ . Substituting (23) and (28) into (38), we achieve the following expressions:
Assuming that the SOP and COP between PR and SR networks are equal, = , = , we obtain the secrecy cognitive gain (39) by plugging (40) and (41) into (37). From Theorem 12, it can be reflected that the presence of SR system is beneficial for the improvement of secrecy capacity of CRSNs compared with the secrecy capacity of a single PR system.
In practice network design, these system parameters including the COP, the SOP, and spatial transmission density could be under the control of the system designer. The derived closed-form expressions of secrecy transmission capacity and secrecy cognitive gain are helpful for design and optimization for CRSNs respecting security.
Numerical Results and Analysis
In this section, numerical results are presented to characterize the secrecy transmission performance, such as the secrecy transmission capacity, the secrecy outage probability, and the secrecy cognitive gain. The path loss exponent is set as 4 and the transmission power is set as 1. Figure 2 quantifies the secrecy transmission capacity of SR systems versus the SR density for various secrecy outage probabilities. The secrecy capacity of SR systems is shown as a function of the density . And clearly, there exists an optimal maximizing the secrecy transmission capacity. These figures verify analytical results in Corollary 7. Comparing between the four curves, it can be seen that the gap in between = 0.2 and = 0.3 becomes relatively small than that between = 0.01 and = 0.02. It reveals that the cost of secrecy capacity increases significantly as the security requirement becomes higher in the SR system. Figure 3 presents the secrecy transmission capacity of SR systems versus the SR-COP with different secrecy outage probabilities. It can be seen that there exists an optimal maximizing the secrecy transmission capacity. At the same time, the feasible working range of never comes to 0, which conforms with the result in (31). It also can be found that the minimum value of achieving positive transmission capacity increases as decreases. It reflects that there should be a tradeoff between the transmission reliability and the security. In addition, the optimal value of SR-COP , maximizing the secrecy transmission capacity, increases as the secrecy outage probability decreases. It shows the reliability of SR networks is increased at the cost of sacrificing the secure performance. Therefore, when the design of secure SR systems targets a higher secrecy level, the QoS of SR systems needs to be reduced. 
Secrecy connection probability
Achievable density of eavesdroppers * e p = 0.2, e1 p = 0.5, e1 p = 0.2, e2 p = 0.5, e2 decreases as * increases. It indicates that the secrecy connection performance cuts down when the achievable density of eavesdroppers increases. We also observe that an interesting fact SNP always grows when rises for both cases of * = 1 and * = 2 . It reflects that the security performance of SR systems can be improved dramatically by degrading the QoS of PR systems. This result is benefit for the flexible adjustment of the security performance of CRSNs. Figure 5 characterizes secrecy cognitive gain versus the PR density for different SR densities. As shown in this figure, secrecy cognitive gain decreases with and finally
International Journal of Distributed Sensor Networks vanishes, which attributes that there is no chance of spectrum access for SR users when the PR density tends to zero. The secrecy cognitive gain is limited by the PR-COP. In addition, the secrecy cognitive gain increases as the density of SR systems increases. It means that the SR network is helpful to improve the secrecy capacity of CRSNs under constraints of the PR-COP and SR-SOP. Hence, the densities of PR and SR systems should be carefully controlled for guaranteeing reliability and security of CRSNs.
Conclusions
This paper investigates the physical layer security problem in cognitive radio scenario with wireless sensors. A novel random analysis method is presented to derive secrecy performance metrics, such as the connection outage provability (COP), the secrecy outage probability (SOP), the secrecy transmission capacity, and the secrecy cognitive gain. Specifically, the optimal density of SR systems, maximizing the secrecy transmission capacity via stochastic geometry analysis, is achieved whilst guaranteeing constraints of the PR-COP and SR-SOP. In addition, the nearest neighbour routing protocol is considered in SR systems. Comparing with a single PR system, the SR system with secrecy is beneficial to enhance the secrecy level of whole CRSNs. Numerical results show that there exists a tradeoff between the reliability of PR systems and the security of SR systems. Future work could extend to a more general scenario where receivers are equipped with multiple antennas and eavesdroppers are colluding, which is expected to provide more accurate performance assessment for physical layer security.
